Image scrambling on classical computers has been widely studied, however, the corresponding quantum algorithms are rare. This paper proposes a block-based image scrambling scheme for the generalized model of novel enhanced quantum representation (GNEQR). It is not only suit for grayscale images and color images, but also can be used in 2 n × 2 m images (i.e., rectangular images). To realize the image scrambling method, we use geometric transformations and an operation of bitplane scrambling to perform position and pixel scrambling, respectively. Furthermore, the complexity of the implementation circuit of the proposed image scrambling is only O(n 2 ) for a 2 n × 2 n image. Therefore, it shows our proposed quantum image scrambling is efficient. Then, the result analysis of simulation experiments demonstrates that our proposed image scrambling is effective. In addition, security analysis shows that the proposed scrambling algorithm is secure.
I. INTRODUCTION
In recent years, quantum algorithms are attracting more and more attention, and emerge continually, these algorithms including quantum image representation [1] - [12] , quantum geometric transformation [13] , quantum search algorithms [14] , and quantum encryption [15] , [16] .
Quantum image scrambling is an important method of quantum encryption. Up to now, there are few works on how to design the implementation circuits of quantum image scrambling. Using Arnold transform, Jiang et al. [17] and Jiang and Wang [18] propose a quantum image scrambling methods based on the flexible representation for quantum images (FRQI). It's complexity grows linearly with the image size. Subsequently, quantum Hilbert image scrambling based on FRQI is proposed with the complexity O(n 2 ) for a 2 n × 2 n image [19] . Zhou et al. [20] design a quantum image Gray-code and bit-plane scrambling scheme based on a novel enhanced quantum representation of digital images (NEQR). The three algorithms above are effective and efficient, and greatly promote the development of quantum The associate editor coordinating the review of this manuscript and approving it for publication was Wenming Cao . image scrambling. Unfortunately, they are only applied to grayscale images of the size 2 n ×2 n . Furthermore, using quantum operations, such as complement of colors, reverse of bitplanes, and translation of bitplanes, Li et al. propose an image scrambling algorithm for grayscale and color images [21] . But it is only suit for a bitplane representation of quantum images (BRQI) [21] . Meanwhile, Heidari et al. [22] investigate a dual quantum scrambling method of color images based on a novel quantum representation of color digital images (NCQI) [10] , which has a good performance in correlation coefficient and number of pixels change ratio. However, from Figures 7 and 8 in [22] , it can be inferred that the circuit complexity of Heidari's scrambling method is O(n2 n ) for a 2 n × 2 n image. Furthermore, the results of image encryption algorithms have been very fruitful, such as one-time keys [23] , bit-level permutation, DNA rule [24] , mathematical model [25] , parallel computing system [26] . Complexities of these algorithms are O (2 n ), but the complexity of the proposed quantum image scrambling is O n 2 .
A generalized model of NEQR (GNEQR) is proposed to store grayscale and color images of the size 2 n × 2 m [11] . Comparing GNEQR with NCQI for a 2 n × 2 n color image, the former needs (2n + 24) qubits, but the latter uses only (2n + 10) qubits. I.e., the storage capacity of GNEQR improves 2 14 times than NCQI for color images. Therefore, this paper selects GNEQR as the model of quantum image representation. Then, we use geometric transformations and an operation of bitplane scrambling to implement block-based image scrambling. Simulation experiments and result analysis show the proposed scheme is effective and efficient, and is suitable for grayscale and color images of the size 2 n × 2 m . The rest of this paper is organized as follows. Section II introduces background. Section III designs block-based geometric transformations. Section Section IV describes the circuit designs of block-based image scrambling. Section V implements simulation experiments. Conclusions are drawn in Section VI.
II. BACKGROUND
The image representation model GNEQR can use n + m qubits to represent an image of size 2 n × 2 m [11] , therefore, it will be used to store images in quantum scrambling. Before introducing GNEQR, we describe two controlled gates as follows [22] .
where j ∈ {0, 1}, ⊗ is the symbol of tensor product, and I is a 2 × 2 identity matrix. In addition, U and I ⊗p are unitary and identity matrices of 2 p × 2 p , respectively. Their quantum circuits are shown in Fig.1 . NOT gate X is a specific example of U gate, i.e.,
Let U = X , then we obtain two examples of controlled-U gates shown in Fig.2 . A grayscale set is defined as
A basis state,|c represents a color, |c = |c 7 c 6 . . . c 0 = |c 7 ⊗ |c 6 ⊗ · · · ⊗ |c 0 ,
where c 7 c 6 . . . c 0 is the binary expansion of the integer c ∈ C 8 . GNEQR for 2 n × 2 m graysclale images is defined as follows,
where |f (x, y) denotes the color of the pixel on the coordinate (x, y), f (x, y) ∈ C 8 . A RGB color image can be decomposed into three grayscale images
where |f r (x, y) , f g (x, y) , and |f b (x, y) denotes the Red, Green and Blue channels of the color of the pixel on the coordinate (x, y), respectively. Therefore, the quantum states Then, GNEQR for 2 n × 2 m color images is
Therefore, GNEQR represents a grayscale or color image of 2 n × 2 m by using (n + m + 8) or (n + m + 10) qubits.
III. BLOCK-BASED GEOMETRIC TRANSFORMATIONS
be the matrix form of a 2 k × 2 k image, then, four operations M T , M lr , M ud , and M pp are given by slightly modifying the matrix operations proposed in [19] ,
where M T is the transpose of M , M pp is the image rotation with the angle 180 • , M lr and M ud are operations of image flipping along X axis and along y axis, respectively. Their implementation circuits are shown in Fig.3 . 
B. INTER-BLOCK OPERATIONS
Suppose that the image M in (7) consists of four sub-images
where A, B, C, and D represent image sub-blocks, respectively. Then, we define six inter-block operations shown in Fig.4 . The six inter-block operations include local column transformations L k C0 and L k C1 , local row transformations L k R0 and L k R1 , global column transformation G k C , and global row transformation G k R . Here, k denotes that the six operations are suitable for 2 k × 2 k images. Their implementation circuits are shown in Fig.5 . 
where T k n denotes that the operation is performed on the n-th sub-block, n = 0, 1, 2, 3. Similarly, we design circuits in Fig.7 to implement operations of sub-image flipping along X axis, i.e.,
Furthermore, implementation circuits of operations of sub-image flipping along Y axis are designed in Fig.8 . They implement
D. COMPLEX BLOCK-BASED GEOMETRIC TRANSFORMATIONS
Combining inter-block and intra-block operations, we obtain four complex block-based transformations, named as N k i , i = 1, 2, 3, 4. Their implementation circuits are shown in Fig.9 .
The realization process of N k 1 is described as follows,
i.e., N k 1 : Similarly, N k 2 , N k 3 , and N k 4 implement respectively
Using these operations M pp in Fig.3 and N k i , we design four module circuits of block-based geometric transformations for 2 n ×2 n images, named as N i , i = 1, 2, 3, 4. Their implementation circuits are shown in Fig.10 . The circuits N k i (2 ≤ k ≤ n, i = 1, 2, 3, 4) are seen in Fig.9 .
For instance, when n = 5, the circuit of N 1 is illustrated in Fig.11 .
IV. THE CIRCUIT DESIGNS OF BLOCK-BASED IMAGE SCRAMBLING
In this section, we give the implementation circuits of block-based image scrambling of grayscale and color images. Without loss of generality, the image size will be 2 n × 2 m , m ≥ n.
A. AN OPERATION OF BIT-PLANE SCRAMBLING
Suppose that |b 7 b 6 . . . b 0 stores a grayscale value 7 i=0 b i × 2 i , then, we design the circuit in Fig.12 to change the grayscale value. The process of the circuit is described as follows.
Step 1 uses quantum perfect shuffle permutation [28] to implement
After step 2, the output is
. . , 7}, and ⊕ denotes exclusive-OR operation.
B. THE CIRCUITS OF BLOCK-BASED IMAGE SCRAMBLING OF GRAYSCALE IMAGES
We discuss the circuit designs for m = n and m > n, i.e., square images and rectangle images. When m = n, form (4), we obtain that
|f (x, y) |x |y stores a square grayscale image. Then, using block-based geometric transformations and the operation of bit-plane scrambling in previous sections, we design the circuit of block-based image scrambling for square grayscale images in Fig.13 . The process of the image scrambling consists of 5 steps. For the convenience simulation experiments, we give the formula form of the circuit in each step using (1).
Step 1: To disturb the correlation of the original image coordinate information, we perform the following operation, Step 2: To hide the pixel information of the image and prepare for the subsequent operation, we perform the bitplane scrambling, B s ⊗ I ⊗2n ;
Step 3: After the bitplane scrambling, we define another coordinate scrambling as follows,
Then, when m > n, we give the circuit of block-based image scrambling for rectangle grayscale images in Fig. 14 by modifying the circuit in Fig.13 . Comparing the two circuits in Fig.13 and Fig.14, we discover that the latter only adds the red line of m − n qubits, which is not operated by modules N i (i = 1, 2, 3, 4). Therefore, for simplicity, we use the symbol U G to denote the scrambling circuit of grayscale images of 2 n × 2 m , where m ≥ n.
C. THE CIRCUIT OF BLOCK-BASED IMAGE SCRAMBLING OF COLOR IMAGES
Applying the operator U G ⊗ I ⊗2 to the state | C in (6), we have
where U G shown in Fig.14 implements block-based image scrambling of grayscale images.
| C stores a color image of 2 n × 2 m , therefore, U G ⊗ I ⊗2 ) | C implements block-based image scrambling of color images, the circuit of which is designed in Fig.15 . 
V. SIMULATION EXPERIMENTS
In the absence of a quantum computer to implement our proposed image scrambling, experiments are simulated on a classic computer. Quantum images stored in GNEQR states correspond to column vectors, and matrix forms of quantum circuits can obtained by using (1), therefore, simulation experiments of the proposed image scrambling can be implemented by using Matlab R2017a, windows 7, and 56GB RAM.
A. COMPLEXITY ANALYSIS
A quantum circuit can be simulated by basic operations [28] - [30] , such as single-qubit gates and controlled NOT gates, therefore, the complexity of quantum circuit can be regarded as the total number of basic operations which simulate the circuit. According to [30] , a controlled NOT gate of 3 control qubits can be simulated by 8 Toffoli gates (see Fig.16 (a) ). Furthermore, a controlled Swap gate of 2 control qubits can be simulated by 3 controlled NOT gates of 3 control qubits (see Fig.16 (b) ). A Toffili gate can be implemented by 5 basic operations [29] , [30] , so the two gates in Fig.16 are simulated by 40 and 120 basic operations, respectively.
From Fig.9 , we obtain that the total number of basic operations of the controlled N k i gate is 200k − 194. Therefore, from Fig.10 , we calculate n k=2 (200k − 194) = 100n 2 − 94n + 6, i.e., the controlled N i gate is simulated by 100n 2 − 94n + 6 basic operations. In addition, B s is simulated by 16 basic operations, therefore, the circuit in Fig.13 can be simulated by 400n 2 − 376n + 40 basic operations, i.e., complexity of block-based image scrambling for 2 n × 2 n grayscale images is O(n 2 ). Analyzing Fig.14 and Fig.15 , we conclude that complexities of the proposed scrambling methods for grayscale and color images of 2 n × 2 m are both O(n 2 ).
Note: There are essential differences between the operation mechanism of classical computer and quantum computer. Therefore, quantum algorithm simulated in classic computers may not be efficient. For instance, the simulation experiment of the proposed algorithm for a grayscale image takes about 20 minutes.
B. PERFORMANCE ANALYSIS
Applying the proposed scrambling algorithm to four grayscale and four color images, we obtain simulation results shown in Fig.17 . To analyze the performance of the proposed method, we introduce correlation coefficient and number of pixels change ratio (NPCR).
1) ADJACENT PIXELS CORRELATION

Correlation coefficient is defined as
where x i and y i are the grayscale values of the i-th pair of adjacent pixels. r indicates the correlation coefficient. E(x) and E(y) represent the means of x i and y i , respectively. Table 1 shows correlation coefficients of adjacent pixels in the horizontal direction (H), the vertical direction (V), and the diagonal direction (D), by comparing our proposed method with Hilbert image scrambling (HIS) [19] and the method based on BRQI [21] . Similarly, Table 2 shows correlation coefficients of adjacent pixels by comparing our proposed method with the method based on BRQI [21] and the dual quantum image scrambling method (DQIS) [22] . In Table 1 and Table 2 , parts of the data are missing because the HIS and DQIS methods cannot achieve scrambling of the rectangular image.
2) NUMBER OF PIXELS CHANGE RATIO
NPCR for 2 n × 2 m images is defined as
where f 1 (x, y) and f 2 (x, y) are values on the coordinate (x, y) in original and scrambling images, respectively. Table 3 and Table 4 give NPCR for grayscale and color images, respectively. As mentioned above, the reason for the missing data is that HIS and DQIS can only be applied to square images. Table 1 shows that the proposed method has smaller correlation coefficients than HIS. Table 3 and Table 4 indicate that the proposed method has better NPCR performance than the methods in HIS and DQIS. Therefore, we conclude that the proposed scrambling scheme has better performances than the method in [19] . Though the method in [21] has some better results for correlation coefficient and NPCR, its adaptation is poor, and it is only suit for the image representation model BRQI. Furthermore, DQIS in [22] has a slight advantage in correlation coefficient, it pays a high complexity, i.e., O(n2 n ) for a 2 n × 2 n image.
C. SECURITY ANALYSIS
Compared with the classical encryption method, quantum no-cloning theorem [31] makes quantum image encryption more secure. From quantum no-cloning theorem, there is no such quantum operator that can duplicate an arbitrary un-known quantum state accurately. When the quantum state is intercepted or illegally observed during transmission, the entangled quantum state will collapse. In this way, the receiver can determine whether the transmission is valid through the quantum state. Even if there are illegal measurements during the transmission, the information obtained by the illegal eavesdropper is meaningless because there is no correct key. Therefore, the security of quantum image encryption is superior to classical image encryption.
1) HISTOGRAM ANALYSIS
The histogram intuitively reflects the distribution of different pixels in an image. The histogram distribution of the original image and the scrambled image is shown in Fig.18 . It can be seen that the pixel distribution of the image after scrambling is more uniform. The smaller the mean square value, the better the uniformity. Variances of histograms is defined as [32] var
where Z is the vector of the histogram values and Z = {z 1 , z 2 , · · · , z 256 }. z m and z n are the number of pixels, are numbers of pixels, values of which are equal to m and n, respectively. L donates the gray level of the image. The corresponding experimental results are shown in Tables 5 and 6. 
2) INFORMATION ENTROPY
Information entropy is a key indicator to evaluate the degree of randomness of an image. The mathematical expression is defined as follows,
where s represents the gray level of the image, p (s i ) is the probability of the symbol s i . The ideal value of information entropy is 8 for 256 grayscale images. Table 7 shows that the information entropy of the square gray image in this paper is slightly higher than that in [33] and [34] , and the effect on the rectangular image needs to be further improved. Symbol -denotes no corresponding result in [33] , [34] . Quantum parallel computing can greatly reduced complexities of quantum encryption schemes. Furthermore, quantum non-cloning theorem guarantees the security of quantum scrambling algorithm. Unfortunately, in the absence of a quantum computer to implement our proposed image scrambling, experiments can only be simulated on a classical computer. In addition, the simulation time for the execution is shown in Table 8 .
Note: There are essential differences between the operation mechanism of classical computer and quantum computer. Therefore, quantum algorithm simulated in classical computers may not be efficient. For instance, the simulation experiment of the proposed algorithm for a grayscale image takes 24 minutes in Table 8 .
3) PLAINTEXT ATTACK
In general, the excellent scrambling algorithm can resist attacks [27] . In this paper, three basic intra-block operations are implemented. Pixels and coordinates of each scrambling can be further diffusion by using the scrambling operation of the bit plane. Sensitivity analysis in Fig.19 shows that the proposed scrambling scheme can resist plaintext attack.
4) SENSITIVITY ANALYSIS
A good scrambling algorithm should be sensitive to small changes in plaintext and scrambled-text images. Fig. 19 (a) , (b) and (c) indicate that the two scrambled images have only one-bit change in the pixels at the same position. Therefore, the proposed scheme is sensitive to the plaintext. By randomly changing 1 bit in the scrambled image of Baboon, then we use the inverse scrambling to restore the corresponding original image as shown in Fig. 19 (d) .
Comparing it with Fig. 17 (a) , we conclude that a small change in scrambled images would be unable to restore the original image correctly. It shows that the proposed scheme is well resistant to scrambled-text attacks.
VI. CONCLUSION
In this article, we designed block-based geometric transformations and the operation of bitplane scrambling. Then, we proposed a block-based image scrambling scheme based on GNEQR. Meanwhile, we gave the image scrambling circuits for grayscal and color images of 2 n × 2 m , respectively. Complexity analysis shows that the complexity of the proposed block-based image scrambling scheme is O(n 2 ) for 2 n × 2 m images where m ≥ n. It indicates that the proposed scrambling is efficient. For instance, the complexity of classical Arnold scrambling is O 2 2n for 2 n × 2 n images. The results of simulation experiments show our proposed scrambling scheme is suit for both grayscale and color images of 2 n × 2 m . Compared with the previous quantum scrambling algorithms, the proposed scrambling scheme is more general. In addition, we used various methods to analyze the security of the proposed scrambling, these methods including histogram analysis,information entropy,sensitivity analysis and plaintext attack. The security analysis shows that the proposed scrambling algorithm can effectively resist statistical attacks.
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